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OVERVIEW 
 

 
 

The Journal of International Criminal Law (JICL) is a scientific, online, peer-reviewed 
journal, first edited in 2020 by Prof. Dr. Heybatollah Najandimanesh, mainly focusing on 
international criminal law issues. 

Since 2023 JICL has been co-managed by Prof. Dr. Anna Oriolo as General Editor 
and published semiannually in collaboration with the International and European Criminal 
Law Observatory (IECLO) staff. 

JICL Boards are powered by academics, scholars and higher education experts from 
a variety of  colleges, universities, and institutions from all over the world, active in the 
fields of  criminal law and criminal justice at the international, regional, and national 
level. 

The aims of the JICL, inter alia, are as follow: 
 

• to promote international peace and justice through scientific research and 
pubblication; 

• to foster study of international criminal law in a spirit of partnership and 
cooperation with the researchers from different countries; 

• to encourage multi-perspectives of international criminal law; and 

• to support young researchers to study and disseminate international criminal 
law. 

 
Due to the serious interdependence among political sciences, philosophy, criminal 

law, criminology, ethics and human rights, the scopes of JICL are focused on international 
criminal law, but not limited to it. In particular, the Journal welcomes high-quality 
submissions of  manuscripts, essays, editorial comments, current developments, and book 
reviews by scholars and practitioners from around the world addressing both traditional 
and emerging themes, topics such as 

 

• the substantive and procedural aspects of international criminal law; 

• the jurisprudence of international criminal courts/tribunals; 

• mutual effects of public international law, international relations, and 
international criminal law; 

• relevant case-law from national criminal jurisdictions; 

• criminal law and international human rights; 

• European Union or EU criminal law (which includes financial violations and 
transnational crimes); 

• domestic policy that affects international criminal law and international 
criminal justice; 

• new technologies and international criminal justice; 

• different country-specific approaches toward international criminal law and 
international criminal justice; 

• historical accounts that address the international, regional, and national levels; 
and 

• holistic research that makes use of political science, sociology, criminology, 
philosophy of law, ethics, and other disciplines that can inform the knowledge 
basis for scholarly dialogue. 
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The dynamic evolution of international criminal law, as an area that intersects various 

branches and levels of law and other disciplines, requires careful examination and 
interpretation. The need to scrutinize the origins, nature, and purpose of international 
criminal law is also evident in the light of its interdisciplinary characteristics. International 
criminal law norms and practices are shaped by various factors that further challenge any 
claims about the law’s distinctiveness. The crime vocabulary too may reflect 
interdisciplinary synergies that draw on domains that often have been separated from 
law, according to legal doctrine. Talk about “ecocide” is just one example of such a trend 
that necessitates a rigorous analysis of law per se as well as open-minded assessment 
informed by other sources, e.g., political science, philosophy, and ethics. Yet other 
emerging developments concern international criminal justice, especially through 
innovative contributions to enforcement strategies and restorative justice.  

The tensions that arise from a description of preferences and priorities made it 
appropriate to create, improve and disseminate the JICL as a platform for research and 
dialogue across different cultures, in particular, as a consequence of the United Nations 
push for universal imperatives, e.g., the fight against impunity for crimes of global 
concern (core international crimes, transboundary crimes, and transnational 
organized crimes). 
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Starlink and the Collapse of Accomplice Liability, Why International Criminal Law 

Was Not Built for the Age of Private Infrastructure? 

 

by Taha Poostindooz* 

 

 

ABSTRACT: International criminal law was built on a false assumption: that infrastructure 

merely assists human decisions. That assumption has collapsed. In twenty-first-century 

warfare, private infrastructure - satellite constellations, communications networks, cloud 

systems - does not support military operations. It makes them possible. Starlink exposes a 

structural flaw in complicity doctrine: the law has no category for actors whose power lies not 

in ordering violence, but in controlling its indispensable conditions. This article answers a 

threshold question the literature has ignored: does the infrastructure provider have a formal 

contract with the belligerent state? The answer is a double-edged sword. With a contract, the 

provider cannot claim neutrality, a chain of command arises, triggering superior responsibility 

under Article 28(b) of the Rome Statute. Without a contract, the provider is even more exposed 

- voluntary facilitation becomes pure, unshielded assistance under Article 25(3)(c) and (d). 

Either way, a provider who knows of war crimes and fails to withdraw cannot hide behind 

neutrality or contract. Drawing on the Media Case (ICTR), Orić and Blaškić (ICTY), the ICC 

Elements of Crimes, and the 2025 OTP Environmental Policy - which explicitly extends 

omission-based liability to remote private actors - this articledemonstrates that no new treaty is 

strictly necessary. The required shift is conceptual: from contribution to dependence. The 

question is no longer “what did the accused add?” but “what would happen if the accused 

disappeared?” The article also defeats a practical objection: what if withdrawal causes greater 

civilian harm? Applying the precautionary principle (Additional Protocol I, Article 57), 

continued service with knowledge of ongoing atrocities cannot be justified by speculative risks. 

Finally, it offers a five-indicator framework for the ICC Office of the Prosecutor.  The existing 

legal framework provides a robust and persuasive basis for addressing such liability, though a 

conceptual shift is proposed to guide future judicial evolution. The only missing element is 

political will. 

 

KEYWORDS: Complicity; Jus Cogens; Omission Liability; Private Military Infrastructure, 

Rome Statute Article 25(3)(c); Starlink; Superior Responsibility. 

 

 

I. Introduction 

 

International criminal law has spent eighty years searching for the hand that pulled the trigger. 

From Nuremberg to The Hague, legal doctrine has focused upon perpetrators, 

commanders, planners, instigators, and accomplices. The architecture of liability that emerged 
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from this tradition assumes that crimes originate in human decisions and that responsibility 

should be allocated according to proximity to those decisions. 

That assumption is becoming increasingly difficult to sustain. 

Twenty-first century warfare depends upon privately owned infrastructure. Satellite 

constellations, cloud computing systems, communications architectures, and artificial 

intelligence platforms increasingly occupy positions once reserved for sovereign states. 

Military operations may now depend less upon the individual who authorizes violence than 

upon the private actor who owns the system that makes violence operationally possible.1 

The problem is not Starlink. 

The problem is that Starlink reveals a conceptual flaw embedded within the law of 

complicity itself. The categories through which international criminal law understands 

responsibility - principal perpetrator, co-perpetrator, aider, abettor, accessory - presume a world 

in which infrastructure remains secondary to human agency. 

The age of private strategic infrastructure calls that presumption into question. 

But there is a deeper dimension that the literature has largely ignored. Before any legal 

analysis of infrastructure complicity can proceed, a threshold question must be answered: Does 

the provider have a formal contract with the state conducting military operations? 

The answer cuts both ways. It is a double‑edged sword. Understanding its two edges is 

the key to unlocking a coherent theory of responsibility - one that does not require a new treaty, 

but merely the faithful application of existing law. 

This article addresses a critical lacuna in international criminal law: the absence of a 

coherent doctrinal framework for holding private strategic infrastructure providers accountable 

for war crimes. It argues that the Rome Statute already provides the necessary legal tools, 

specifically through Articles 25 and 28, and that no new treaty is required. To substantiate this 

claim, Part II deconstructs the historical assumptions underpinning complicity. Part III 

examines the technological transformation of warfare. Part IV draws instructive analogies from 

domestic legal systems. Part V introduces the “contractual double-edged sword” as the central 

threshold inquiry. Part VI grounds the analysis in the normative baseline of the Geneva 

Conventions. Part VII maps the relevant jurisprudence, the Elements of Crimes, and the OTP 

Environmental Policy, while clearly distinguishing their respective legal authority. Part VIII 

proposes a conceptual framework for future application and outlines the outstanding questions 

for the Office of the Prosecutor. As part of this, it offers a non-binding five-indicator framework 

designed to guide prosecutorial discretion in the absence of direct judicial precedent on 

infrastructure complicity. 

 

 

 

II. The Forgotten Assumption of International Criminal Law 

 

Every doctrine of complicity rests upon a hidden assumption: crimes are committed by actors. 

Infrastructure merely assists them. 

 
1  RAND Corporation, NATO Needs a Plan for Military and Nonmilitary Instruments of Power to Work Together, 

RAND Commentary (Nov. 6, 2023) (noting that “Ukraine's use of Starlink for command and control is well 

documented”). 
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This premise runs through the jurisprudence of the post‑war tribunals, the ad hoc 

tribunals, and the Rome Statute.2 The legal inquiry always begins with the perpetrator. Who 

ordered? Who planned? Who encouraged? Who assisted? 

The infrastructure within which these actions occur is treated as background. Law focuses 

upon decisions. Infrastructure is presumed neutral. 

For most of modern history, this approach was defensible. Railways did not decide where 

armies moved. Fuel depots did not select targets. Telecommunications providers did not 

determine military campaigns. 

That distinction is increasingly unstable. The contemporary battlespace is organized 

around networks. Military effectiveness depends upon satellite communications, real‑time data 

transmission, distributed command architectures, and persistent connectivity.3 A fuel supplier 

contributes to military activity. A strategic communications network may determine whether 

military activity can occur at all. The traditional categories of accomplice liability struggle to 

capture this difference. 

 

 

III. The Infrastructure Revolution 

 

Starlink exemplifies this transformation. As BBC analysts have documented, neither Ukraine 

nor Russia possesses suitable domestic alternatives to Starlink.4 When Ukrainian authorities 

secured the first terminals after the February 2022 invasion, the system enabled Kyiv to increase 

the effectiveness of its aerial and naval drones. The system remains the main communications 

infrastructure for the Ukrainian army.5 

A fuel supplier contributes. A strategic communications network makes possible. The 

difference is not merely one of degree - it is one of kind. The owner of indispensable 

infrastructure may never issue an order, select a target, or authorize violence, and yet possess a 

form of power that exceeds many traditional accomplices. The power to make the operation 

impossible. 

“International criminal law has not yet developed a distinct, settled category for such 

actors.” 

The divergence between the ad hoc tribunals and the International Criminal Court on the 

mental element of aiding and abetting only compounds the confusion. Under ICTY 

jurisprudence, knowledge that one's acts assist the commission of a specific crime is sufficient.6 

The Rome Statute, by contrast, requires the stricter standard of “purpose” under Article 

25(3)(c).7 To be liable as an aider or abettor under the Rome Statute, the accused must not only 

know but wish that his or her assistance will facilitate the commission of the crime.8 

 
2 ICC, Rome Statute of the International Criminal Court, preamble; ICTY, Prosecutor v. Vasiljević, IT-98-32-T, 

Trial Chamber, Judgment (Nov. 29, 2002), para. 102. 
3 ICC, Policy on Adressing Environmental Damage Through the Rome Statute (Dec., 2025), para. 67. 
4   Nasha Niva, Russian “War Correspondents” Report Communication Collapse After Starlink Blockade, Nasha 

Niva (Feb. 7, 2026) (stating that Starlink “remains the main communications infrastructure for the Ukrainian 

army”). 
5 Nasha Niva, Starlink Disconnection: How It Affected Ukrainian and Russian Armies, (2026). 
6 ICTY, supra note 2, para. 102. 
7 ICC, supra note, art. 25(3)(c). 
8 Supreme Court of the United States, No. 09-1262, Brief Of David J. Scheffer, Director Of The Center For 

International Human Rights, As Amicus Curiae In Support Of The Issuance Of A Writ Of Certiorari (May 19, 

2010). 
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The framework is thus doubly ill‑equipped: it demands both conduct‑oriented actus reus 

and a demanding purpose‑oriented mens rea, neither of which adequately captures the structural 

power exercised by infrastructure providers. 

 

 

IV. The Failure of Contribution‑Based Thinking 

 

The dominant jurisprudence concerning aiding and abetting has revolved around contribution. 

In Furundžija, the ICTY held that assistance must have a substantial effect on the commission 

of the crime.9 The law asks: how much did the accused add? 

But strategic infrastructure raises a different question. Suppose a communications 

network supports military operations. Suppose further that no practical substitute exists, 

withdrawal would disable operational capability, military dependence is obvious, and the 

provider possesses the technical ability to terminate support. 

The relevant inquiry is no longer contribution. It is dependence. Contribution asks: what 

did the accused add? Dependence asks: what would happen if the accused disappeared? These 

are fundamentally different questions. The jurisprudence of complicity has almost entirely 

focused upon the former. The future may belong to the latter. 

 

 

V. The Domestic Law Analogy: What International Criminal Law Can Learn 

 

Before examining the Starlink scenario directly, it is worth asking: if this were a matter of 

domestic criminal law, how would legal systems approach the problem of an infrastructure 

provider whose indispensable service facilitates criminal conduct? The answer is deeply 

instructive. 

 

A. United States 

 

Under Rosemond v. United States, 572 U.S. 65 (2014), a person is liable for aiding and abetting 

if he takes an affirmative act with the intent of facilitating the offense, and learns of the criminal 

purpose while still having a realistic opportunity to withdraw.10 This temporal element offers a 

powerful framework for assessing omission liability. 

Moreover, US law imposes affirmative legal duties on telecommunications providers 

through the Communications Assistance for Law Enforcement Act (CALEA) of 1994,11 the 

Cyber Incident Reporting for Critical Infrastructure Act (CIRCIA) of 2022,12 and the 

International Traffic in Arms Regulations (ITAR).13 The Federal Communications Commission 

(FCC) has placed satellite licensees in the highest category of national security risk.14 New 

York Penal Law § 20.20 explicitly provides for corporate criminal liability based on omission 

 
9 ICTY, Prosecutor v. Furundžija, IT-95-17/1-T, Trial Chamber, Trial (June 8, 1998). 
10 Unites States Supreme Court, Rosemond v. United States, 572 U.S. (Mar. 5, 2014), at 71. 
11 Senate and House of Representatives of the United States, Public Law 103-104, Communications Assistance 

for Law Enforcement Act (Oct. 25, 1994), arts. 1001-1010. 
12 Senate and House of Representatives of the United States, H.R. 5440, Cyber Incident Reporting for Critical 

Infrastructure Act (2022), at 681. 
13 United States Department of State Bureau of Political-Military Affairs Office of Defense Trade Controls, 22 

CFR 120-130, International Traffic in Arms Regulations (June, 1996), parts 120-130.  
14 FCC, Order, Protecting Against National Security Threats to the Communications Network (Feb., 2025). 
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where a legal duty exists.15 These regimes recognize that control over infrastructure gives rise 

to corresponding legal duties. 

 

B. United Kingdom 

 

Section 7 of the UK Bribery Act 2010 creates a strict liability offence for commercial 

organizations that “fail to prevent” bribery by associated persons.16 The “failure to prevent” 

model shifts the inquiry from affirmative action to structural omission - precisely the shift that 

international criminal law has been unwilling to make. 

  

C. Canada 

 

The Canadian Criminal Code imposes a legal duty on “[e]very one who undertakes to do an 

act” to perform that act “if an omission to do the act is or may be dangerous to life.”17 The very 

act of undertaking to provide a service - such as operating a satellite communications network 

- can give rise to a legal duty.  

 

D. Germany and France 

 

The draft German Corporate Sanctions Act would impose fines of up to 10% of annual turnover 

for corporate crimes, applying extraterritorially.18 The French Penal Code, Article 223‑6, 

imposes an affirmative duty to rescue persons in danger.19 If an ordinary citizen has a legal duty 

to assist a person in imminent peril, how much more should an infrastructure provider that 

controls the communications backbone of a military operation have a duty to terminate service 

when it learns that its system is being used to commit atrocity crimes? 

 

E. Australia 

 

The Australian Criminal Code provides that a person may be found guilty of aiding and abetting 

even if the principal is not prosecuted, and that an omission can constitute a physical element 

of an offence where a legal duty to act exists.20 

These domestic frameworks demonstrate that national legal systems have already solved 

the problem that international criminal law refuses to name. 

 

 

VI. The Contractual Double‑Edged Sword: The Missing Dimension 

 

Any serious legal analysis of infrastructure complicity must begin with a question that the 

literature has largely ignored: Does the infrastructure provider have a formal contract with the 

state conducting military operations?  

The answer cuts both ways. It is a double‑edged sword.  

 

 
15 New York State Penal Law (1965), art. 20.20. 
16 United Kingdom Bribery Act (2010), art. 7. 
17 Canadian Criminal Code, R.S.C. 1985, c. C-46 (1985), art. 217. 
18 German draft Corporate Sanctions Act (Verbandssanktionengesetz) (2025). 
19 French Penal Code, art. 223-6. 
20 Australian Criminal Code, art. 4.3, 11.2. 
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The Two Scenarios: Scenario Legal Consequence 

 

Formal contract exists (e.g., Pentagon with SpaceX for Ukraine, Iran, Golden Dome) destroys 

the “neutral civilian provider” defence, creates a direct chain of command, May potentially 

triggers Article 28(b) superior responsibility for corporate executives. 

No formal contract, but service is provided anyway (e.g., Starlink activation for IDF 

within hours of October 7, 2023, without Pentagon contract or Israeli approval) Eliminates any 

claim of “commercial neutrality”, the provider becomes a voluntary participant, omission‑based 

liability is strongest because no contract can be invoked as a legal shield for continued service. 

Either way - contract or no contract - the provider cannot hide behind “neutrality” once it 

knows its service is being used for military operations that may violate international 

humanitarian law. 

 

A. The Factual Record 

 

Ukraine: By June 2023, the Pentagon signed a formal contract with SpaceX for Starlink services 

to Ukraine.21 The exact terms remain classified. But the contract itself transforms SpaceX from 

a donor to a contracted military supplier - a relationship that brings SpaceX within the 

operational chain of U.S. military decision‑making. 

Israel: WIRED reported that within 12 hours of the October 7, 2023, attack, Starlink 

terminals were operational for the Israel Defence Forces.22 Crucially, there was no prior 

contract with the Pentagon - a requirement the Pentagon had previously insisted upon for 

Ukraine. Official Israeli approval came only months later. This is the legally most vulnerable 

scenario. Without any contract, SpaceX cannot claim it was “following orders” or “fulfilling 

contractual obligations.” The service was provided based on informal political and personal ties 

- or sheer unilateral decision. This is not neutral commerce. This is voluntary facilitation of 

military operations. 

Iran (2026): During the 2026 U.S.‑Iran conflict, Reuters reported that SpaceX demanded 

a price hike from the Pentagon - from approximately $5,000 to nearly $25,000 per terminal -

knowing the Pentagon had no viable alternative.23 This is not the behavior of a passive 

infrastructure provider. It is the behavior of an actor fully aware of its indispensable structural 

position. 

Golden Dome (2025‑2026): A $2 billion (potentially over $4 billion) contract for missile 

Defence satellites further integrates SpaceX into the U.S. national security apparatus.24 The 

more integrated the provider, the stronger the argument for superior responsibility under Article 

28(b). 

 

B. Answering the “Following a Contract” Defence - Jus Cogens Nullifies the Contract 

 

 
21 Reuters, UPDATE 1-SpaceX's Starlink wins Pentagon contract for satellite services to Ukraine, REUTERS 

(June 1, 2023), https://www.reuters.com/business/aerospace-defense/spacexs-starlink-wins-pentagon-contract-

satellite-services-ukraine-2023-06-01/. 
22 WIRED, A Silicon Valley VC Got Israel Starlink Access Within Days of October 7 Attack, WIRED (May 19, 

2025), https://www.wired.com/story/shaun-maguire-starlink-idf-israel-gaza/. 
23 David Jeans, Pentagon spars with SpaceX over Starlink price hike during Iran war, REUTERS (May 26, 2026), 

https://www.reuters.com/business/aerospace-defense/pentagon-spars-with-spacex-over-starlink-price-hike-

during-iran-war-2026-05-26/. 
24Id. 

https://www.reuters.com/business/aerospace-defense/spacexs-starlink-wins-pentagon-contract-satellite-services-ukraine-2023-06-01/
https://www.reuters.com/business/aerospace-defense/spacexs-starlink-wins-pentagon-contract-satellite-services-ukraine-2023-06-01/
https://www.wired.com/story/shaun-maguire-starlink-idf-israel-gaza/
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A provider that has a formal contract might argue: “I was merely complying with my 

contractual obligations. I had no choice but to continue service.” This defence fails for two 

independent reasons. 

First, the contract in question - assuming it exists - was never lawfully intended to 

facilitate aggression or war crimes. Even if it purported to authorize assistance to unlawful 

military operations, it would be void ab initio. Under international law, any contract - public or 

private - that contravenes peremptory norms of international law (jus cogens) is null and void. 

The prohibition of aggression (UN General Assembly Resolution 3314, Article 5(2)) and the 

prohibition of war crimes (Geneva Conventions, Common Article 3) are jus cogens norms. A 

domestic contract that requires a private party to facilitate acts of aggression or war crimes is a 

legal nullity. It cannot be invoked as a defence, just as a contract to commit murder cannot 

shield a hitman from criminal liability. 

Second, even if the contract were presumptively lawful, no contract requires a party to 

continue performing once it acquires knowledge that its performance is facilitating international 

crimes. The duty to respect international humanitarian law is non‑derogable and overrides any 

conflicting contractual obligation. As the ICTY stated in Prosecutor v. Furundžija, the 

prohibition of torture is a jus cogens norm, and “any national measure contravening this 

principle would be legally null and void.”25 By extension, any contractual clause - or any claim 

of contractual obligation - that would compel continued assistance to war crimes is similarly 

void. The contract thus offers limited, if any, protective value.  

Thus, whether a contract exists or not, the provider remains legally capable of 

withdrawing.  

 

C. The Double‑Edged Sword in Operation 

 

Legal Issues With Contract Without Contract 

Defence available “I was following state 

instructions” (weak, and void 

if contrary to jus cogens) 

No defence – pure voluntary 

action 

Omission liability Strong - failure to withdraw 

after knowledge 

Even stronger – no 

contractual obligation to 

continue 

Article 28(b) superior 

responsibility 

 Potentially available – 

contract may support 

inference of chain of 

command, but each element 

must be proven 

Possible – informal control 

may still qualify 

 

Claim of neutrality Destroyed  

 

The sword cuts both ways, but it cuts deeper without a contract. The provider who activates 

service without any formal agreement cannot claim it was bound by legal obligations. It acted 

freely. And it can freely withdraw. Its failure to do so is therefore a knowing, voluntary 

continuation of assistance to potential crimes. 

 

D. Superior Responsibility under Article 28(b): A Cautionary Analysis 

 
25 ICC, supra note 9, para. 155. 
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The argument that a formal contract may establish a chain of command capable of engaging 

Article 28(b) is innovative but requires careful qualification. The mere existence of a 

contractual relationship does not automatically satisfy the requirements of Article 28(b). For 

superior responsibility to attach, as defined in Article 28(b) of the Rome Statute, the prosecution 

must establish three cumulative elements: (i) effective authority and control over the 

subordinates using the infrastructure; (ii) the material ability to prevent or repress the crimes 

(e.g., by terminating the service contract or deactivating terminals); and (iii) the failure to take 

all necessary and reasonable measures within the superior's power to prevent or repress the 

commission of crimes or to submit the matter to competent authorities. 

In the context of a classified Pentagon contract, a strong inference of effective control 

may arise, because the contract typically dictates performance metrics, service levels, and 

points of contact. However, this inference must be proven on a case-by-case basis, considering 

the executive's actual decision-making authority over service provision, as established in the 

Čelebići Appeal Judgment.26 The ICTY Appeals Chamber in Blaškić27 affirmed that an 

omission may constitute the actus reus of aiding and abetting depending on the circumstances, 

but this requires that the accused had the ability to act. The Elements of Crimes further clarify 

that the mental element for such liability may be inferred from relevant facts and 

circumstances.28 For corporate executives, the critical question is whether they possessed—and 

failed to exercise—the material ability to terminate service upon acquiring knowledge of 

criminal use. Without such analysis, the argument for superior responsibility risks appearing 

conclusory. 

 

E. The Legal Foundation of the Duty to Withdraw 

 

The proposed theory of omission liability depends fundamentally upon the existence of a legal 

duty to terminate services once knowledge of criminal use has been acquired. This duty is not 

a judicial invention; it derives from five independent and mutually reinforcing legal sources: 

First, domestic legal analogies establish the general principle that one who undertakes to 

provide a service assumes a duty of care, breach of which constitutes an omission. The 

Canadian Criminal Code (§ 217) imposes a legal duty on every person who undertakes to do 

an act if an omission may be dangerous to life. Similarly, the French Penal Code (Article 223-

6) criminalizes the failure to render assistance to a person in danger. If an ordinary citizen has 

a legal duty to act, a fortiori an infrastructure provider controlling the lifeline of a military 

operation bears a comparable duty. 

Second, international criminal jurisprudence itself recognizes that a “legal duty” for 

omission-based complicity may arise from a “special relationship” created by operational 

dependence and control. As confirmed by the ICTY Appeals Chamber in Prosecutor v. 

Brđanin,29 the possibility of omission liability attaches where a party exercises a “special 

relationship of authority and control” over the criminal enterprise. The structural dependence 

 
26 ICTY, Prosecutor v. Čelebići (Delalić et al.), IT-96-21-A, Appeals Chamber, Judgment (Feb. 20, 2001), para. 

256 (setting out the standard for effective control). 

27 ICTY, Prosecutor v. Blaškić, IT-95-14-A, Appeals Chamber, Judgment (July 29, 2004), para. 48. 
28 ICC, Elements of Crimes (ICC-ASP/1/3), Introduction, para. 4 (confirming that knowledge and intent may be 

inferred from relevant facts and circumstances). 
29 ICTY, Prosecutor v. Brđanin, IT-99-36-A, Appeals Chamber, Judgment (Sept. 1, 2004), para. 184 (discussing 

the legal duty arising from special relationship). 
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of a modern military upon a satellite constellation provider (e.g., SpaceX) constitutes precisely 

such a special relationship, giving rise to a duty to prevent harm. 

Third, international humanitarian law provides a normative baseline. Common Article 1 

to the Geneva Conventions imposes a duty to “ensure respect” for the Conventions in all 

circumstances. Additionally, Additional Protocol I, Article 5730  imposes a duty of constant care 

to spare civilians. While primarily directed at States, these provisions create a legitimate 

expectation that all actors—including private ones—shall not actively facilitate violations, thus 

forming a customary foundation for a duty to disengage. 

Fourth, by analogy to the ILC Articles on State Responsibility, specifically Article 16,31 

a State that aids or assists another State in committing an internationally wrongful act with 

knowledge of the circumstances is internationally responsible. Applied mutatis mutandis to 

individual actors, once a private provider acquires knowledge of the criminal purpose, its 

continued aid constitutes a fresh act of assistance, triggering a duty to cease. 

Fifth, and most fundamentally, the peremptory nature of jus cogens (the prohibition of 

war crimes and aggression) overrides any conflicting commercial or contractual obligation. The 

Vienna Convention on the Law of Treaties (Article 53)32 renders void any agreement 

conflicting with a peremptory norm. As the ICTY held in Furundžija,33 “any national measure 

contravening this principle would be legally null and void.” Consequently, no provider can 

claim a contractual duty to continue a service that facilitates jus cogens violations; the law 

imposes an autonomous, non-derogable duty to withdraw. 

 

 

VII. The Geneva Conventions as the Normative Baseline 

 

The four Geneva Conventions of 1949 and Additional Protocol I (1977) establish core 

principles that any legal analysis must respect: 

Distinction (Protocol I, Article 48): Parties to a conflict must distinguish between 

civilians and combatants, and between civilian objects and military objectives. Attacks directed 

at civilian objects are prohibited.34 

• Proportionality (Protocol I, Article 51(5)(b)): Attacks against military objectives are 

prohibited if incidental harm to civilians or civilian objects is excessive in relation to the 

anticipated military advantage.35 

• Precaution (Protocol I, Article 57): Constant care must be taken to spare civilians and 

civilian objects.36 

 
30 ICRC, Additional Protocol I to the Geneva Conventions (1977), Article 57 (duty of constant care); and 

Common Article 1 to the Geneva Conventions (duty to ensure respect). 
31 ILC, Articles on State Responsibility, Article 16 (aid or assistance in the commission of an internationally 

wrongful act). 
32 Vienna Convention on the Law of Treaties (1969), Article 53 (treaties conflicting with a peremptory norm of 

general international law - jus cogens). 
33 ICTY, Prosecutor v. Furundžija, IT-95-17/1-T, Trial Chamber, Judgment (Dec. 10, 1998), para. 155 (holding 

that national measures contravening jus cogens are void). 
34 International Committee of the Red Cross (ICRC), Protocol, Protocol Additional to the Geneva Conventions of 

12 August 1949, and relating to the Protection of Victims of International Armed Conflicts (Protocol I) (June 8, 

1977), art. 48. 
35 Id., art. 51(5)(b). 
36 Id., art. 57. 
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• Protection of civilian objects: Cultural property, installations containing dangerous forces 

(dams, nuclear plants), and civilian infrastructure are protected.37 

The Persian summary of the Geneva Conventions (provided by the user) states: “No one 

may ignore the principles set forth in the Conventions or compel another to ignore them.”38 

When an infrastructure provider knows its network is being used to coordinate attacks that 

violate these principles - and continues to provide service - it becomes complicit. It is not merely 

facilitating violations, it is compelling them by making them operationally possible.  

It is essential to articulate the analytical bridge between an IHL violation and individual 

criminal liability under the Rome Statute. A breach of distinction or proportionality (IHL) does 

not automatically translate into a war crime (ICL). The transition requires establishing, with 

reference to Article 8 of the Rome Statute, that the attack constituted a war crime. Subsequently, 

under Article 25(3)(c) or (d), it must be proven that the infrastructure provider's continued 

service: (i) substantially contributed to the specific criminal attack (actus reus); and (ii) was 

provided with the requisite knowledge that the attack would occur in the ordinary course of 

events, or with the purpose of facilitating it (mens rea). Under Article 28(b), it must be proven 

that the provider had the material ability to prevent the specific crimes committed by its 

subordinates. The ICTY Appeals Chamber in Blaškić confirmed that the actus reus of aiding 

and abetting may be perpetrated through an omission where there is a legal duty to act. The 

ICTR Appeals Chamber in Nahimana similarly affirmed that omission-based liability applies 

where the accused failed to discharge a legal duty. Thus, the path from IHL violation to ICL 

responsibility is mediated by the specific elements of Articles 25 and 28, which this article 

systematically applies to the Starlink scenario. 

 

 

VIII.  The Application of Existing Law (Lex Lata): Jurisprudence and Interpretive Tools 

 

The following analysis proceeds strictly within the boundaries of lex lata—that is, the Rome 

Statute, the Elements of Crimes, and existing case law as they currently stand. 

Contrary to the claim that “no case law exists,” international criminal law is rich with precedent 

supporting omission‑based complicity and private actor liability. These sources, together with 

the ICC's Elements of Crimes and the 2025 OTP Environmental Policy, provide a robust and 

persuasive basis.  

 

A. ICTY and ICTR Jurisprudence on Omission and Complicity 

 

Case Holding 

 

Prosecutor v. Orić (ICTY, 2006).39  

A commander's failure to prevent killings in Srebrenica established that omission can lead to 

individual criminal responsibility where there exists an “elevated degree of concrete influence.” 

 

 
37 Id., arts. 52-56; ICRC, Convention, Convention (IV) relative to the Protection of Civilian Persons in Time of 

War (Aug. 12, 1949). 

38   ICRC, Convention (IV) relative to the Protection of Civilian Persons in Time of War, IHL Databases, art. 3 

common to the Geneva Conventions, https://ihl-databases.icrc.org/en/ihl-treaties/gciv-1949 (noting that the 

obligations under Common Article 3 are absolute and binding on all parties to the conflict, without exception). 
39 ICTY, Prosecutor v. Orić, IT-03-68-T, Trial Chamber, Judgment (June 30, 2006). 

https://ihl-databases.icrc.org/en/ihl-treaties/gciv-1949
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Prosecutor v. Furundžija (ICTY, 1998)40  

Aiding and abetting can occur through “moral support or encouragement” even without a 

positive act. 

 

Prosecutor v. Brđanin (ICTY, 2004)41  

Omission‑based complicity requires a “legal duty” deriving from law, contract, or a special 

relationship. 

 

Prosecutor v. Vasiljević (ICTY, 2002)42  

The mental element of aiding and abetting is knowledge that one's acts assist the principal's 

crime, the accomplice need not share the principal's mens rea. 

 

Prosecutor v. Kunarac (ICTY, 2001)43  

Complicity can occur “before, during, or after” the crime, by “act or omission.” The accomplice 

need not share the principal's mens rea. 

 

Prosecutor v. Blaškić (ICTY, 2004)44  

The Appeals Chamber left open the possibility that, in certain circumstances, omission may 

constitute the actus reus of aiding and abetting. 

 

Prosecutor v. Nahimana et al. (Media Case) (ICTR, 2003)45  

Private actors (media owners) who knew their platform was being used to incite genocide and 

failed to withdraw or terminate service were convicted. This is the closest analogue to 

infrastructure providers. 

 

Prosecutor v. Akayesu (ICTR, 1998)46 “Aiding means giving assistance to someone. Abetting 

includes facilitating the commission of an act by being sympathetic thereto.” 

 

Prosecutor v. Kambanda (ICTR, 1998)47  

Both acts and omissions can constitute incitement to genocide. 

 

B. The ICC's Elements of Crimes Document 

 

The Elements of Crimes (ICC‑ASP/1/3, as amended) is a mandatory interpretive tool for the 

Court.48 Its introduction explicitly states that the elements apply “to all persons whose criminal 

responsibility may fall under articles 25 and 28 of the Statute.”49 This includes accomplices and 

corporate officers acting as non‑military superiors. 

 
40 ICTY, supra note 9. 
41 ICTY, Prosecutor v. Brđanin, IT-99-36-A, Appeals Chamber, Judgment (Sept. 1, 2004)) 
42 ICTY, supra note 2. 
43 ICTY, Prosecutor v. Kunarac, IT-96-23-T & IT-96-23/1-T, (2001). 
44 ICTY, Prosecutor v. Blaškić, IT-95-14-A, Appeals Chamber, Judgment (July 29, 2004).  
45 ICTR, Prosecutor v. Nahimana, Barayagwiza & Ngeze (Media Case), ICTR-99-52-T, Trial Chamber I, 

Judgment and Sentence (Dec. 3, 2003). 
46 ICTR, Prosecutor v. Akayesu, ICTR-96-4-T, Chamber I, Judgement (Sept. 2, 1998). 
47 ICTR, Prosecutor v. Kambanda, ICTR-97-23-S, Judgement and Sentence (Sept. 4, 1998). 
48 ICC, Official Records of the Assembly of States Parties to the Rome Statute of the International Criminal Court, 

Elements of Crimes (2013), introduction. 
49 Id., introduction, para. 4. 
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Key provisions relevant to infrastructure complicity: 

 

• Article 8(2)(b)(xxv) and (e)(xix) - Starvation as a method of warfare: Prohibits intentionally 

depriving civilians of “objects indispensable to their survival,” including “agricultural 

areas, crops, livestock, drinking water installations and supplies.”50 An infrastructure 

provider that continues to enable attacks on these objects with knowledge is complicit. 

• Article 8(2)(b)(iv) - Widespread, long‑term and severe environmental damage: Directly 

protects the natural environment and can be applied to infrastructure‑enabled attacks.51 

• Introduction to the Elements: Reaffirms that “the mental element, including the relevant 

mental state, applies to all persons whose criminal responsibility may fall under articles 25 

and 28.”52 It also states that knowledge and intent “may be inferred from the relevant facts 

and circumstances.”53 

 

C. The OTP Environmental Policy (December 2025) 

 

The Office of the Prosecutor's Policy on Addressing Environmental Damage through the Rome 

Statute demonstrates that the Rome Statute, as currently written, can be interpreted to cover 

novel forms of harm54 It must be emphasized at the outset that the OTP Environmental Policy 

is a prosecutorial guideline not a binding legal instrument. The same method applies to 

infrastructure complicity. 

The Policy explicitly states (para. 67):  

 

“Complicity is particularly important in the context of environmental crimes because the 

persons contributing to those crimes may include actors who are geographically removed 

from the crimes themselves. It is also important to note that criminal responsibility may 

arise from failures to act as well as from overt, positive acts.”55 

 

This directly endorses omission‑based complicity for geographically remote private 

actors. 

The Policy further states (para. 68):  

 

“What matters for the purposes of Article 30(2) is that the perpetrators meant to engage 

in their conduct, that they either meant to cause a particular consequence or were aware 

that the consequence would occur in the ordinary course of events.”56  

 

This does not require that the accused wished the crime to succeed. It requires awareness 

that the consequence would occur in the ordinary course of events. 

Finally, the Policy states (para. 69): “If environmental crimes are committed through 

corporate structures, senior corporate officers may potentially qualify as non‑military superiors 

 
50 Id., art. 8(2)(b)(xxv), elements 1-2. 
51 Id., art. 8(2)(b)(iv), elements. 
52 Id., introduction, para. 3. 
53 Id., introduction, para. 4. 
54 ICC, supra note 3. 
55 Id., para. 67. 
56 Id., para. 68. 
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for purposes of Article 28(b).”57 Apply this to Starlink. Senior executives at SpaceX who know 

- or should know - that their satellite network is being used to commit war crimes, and who fail 

to terminate service, can be held responsible as non‑military superiors for the crimes of their 

subordinates. 

 

D. Recent Developments (2025-2026) 

 

Development Relevance 

 

Sweden - Lundin Energy trial (ongoing 2025-2026)58 Corporate executives charged with 

complicity in war crimes in Sudan through oil infrastructure. 

US - Hencely v. Fluor (Supreme Court, 2025)59 Court examining whether military 

contractors can be liable for facilitating war crimes. 

UK - Crime and Policing Act 202660 Expands corporate criminal liability, aligning with 

economic crime laws. 

Germany - International Criminal Law Amendment (2023-2026)61 Explicitly extends 

jurisdiction over corporate assistance to IHL violations. 

ICC - Allegations against Starlink (2025)62 Palantir and SpaceX/Starlink accused of 

complicity in war crimes in Gaza, providing indispensable communications infrastructure to 

the IDF. 

The Outer Space Treaty, Article VI, imposes state responsibility for national activities in 

outer space, including those of non‑governmental entities.63 This reinforces that the United 

States bears international responsibility for Starlink's conduct, but it does not resolve individual 

criminal responsibility. The Rome Statute fills that gap. 

 

IX. Proposing a Conceptual Evolution (Lex Ferenda): The Infrastructure Doctrine and 

the Five-Indicator Framework 

The following propositions constitute a normative proposal for lex ferenda. While the 

preceding sections demonstrate that existing law is sufficient, this section proposes a doctrinal 

evolution to enhance clarity and predictability for courts, prosecutors, and private actors alike. 

The challenge for future scholarship is not to expand complicity doctrine indefinitely. It 

is conceptual. International criminal law requires a vocabulary capable of describing actors 

whose significance derives not from participation in decisions but from control over conditions 

of possibility. 

The law currently recognizes perpetrators. It recognizes accomplices. It may benefit from 

recognizing a third category: infrastructure actors whose control over indispensable operational 

systems creates forms of responsibility not captured by existing doctrine. 

For this third category to be operationalized, two conditions are essential: 

1. Knowledge acquired at a time when withdrawal remains possible. Under Article 

30(2) of the Rome Statute, a person has intent where he “means to engage in the conduct” 

 
57 Id., para. 69. 
58 Stockholm District Court, Swedish Prosecution Authority v. Lundin Energy (ongoing). 
59 Supreme Court of the United States, Hencely v. Fluor, No. 24-924 (Apr. 22, 2026). 
60 United Kingdom, Crime and Policing Act (2026). 
61 Federal Republic of Germany, Act, Gesetz zur Fortentwicklung des Völkerstrafrechts (Act on the Further 

Development of International Criminal Law), Bundesgesetzblatt I 2024 No. 255 (July 30, 2024)  
62 ICC Allegations Against Starlink and Palantir in Gaza, legal complaint filed 2025 (document on file). 
63 Outer Space Treaty (1967), art. VI. 
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and “means to cause a consequence or is aware that it will occur in the ordinary course 

of events.”64 The Elements of Crimes confirm that such knowledge “may be inferred from 

the relevant facts and circumstances.”65 

2. A realistic opportunity to withdraw - this is not an extraneous import from US law, it 

is derived a contrario from the structure of Article 25(3) itself. 

 

A. Deriving “Reasonable Opportunity to Withdraw” from the A Contrario Reading of Article 

25(3) 
The Rome Statute does not explicitly use the phrase “reasonable opportunity to 

withdraw.” However, it can be derived a contrario from the structure of Article 25(3) itself. 

Article 25(3)(c) criminalizes aiding and abetting where a person acts “for the purpose of 

facilitating the commission of such a crime.” The ordinary meaning of “facilitating” implies an 

act (or omission) that occurs before or during the commission of the crime, not after it is 

completed. If a person learns of the criminal use of their service only after the point when 

withdrawal is no longer possible, they cannot be said to be “facilitating” - they are merely a 

helpless bystander. 

Conversely, if they learn of the criminal use at a time when withdrawal remains possible, 

and they fail to withdraw, their continued service constitutes facilitation. This is the a contrario 

logic: because Article 25(3)(c) requires an act of facilitation, and an omission to withdraw while 

able to do so is an act of continuing facilitation. The ICTY confirmed this in Blaškić, holding 

that omission may constitute the actus reus of aiding and abetting where the accused had a duty 

to act and the ability to do so. The “duty to act” arises from control over indispensable 

infrastructure, the “ability to act” is the technical capacity to terminate service. Together, they 

create a reasonable opportunity to withdraw. 

Furthermore, Article 25(3)(d) - criminalizing a contribution to a group crime - requires 

that the contribution be “intentional” and made “with knowledge of the criminal purpose of the 

group.” If a provider knows the military group's criminal purpose, continues to provide 

indispensable service, and has the ability to withdraw, the failure to withdraw is itself an 

intentional contribution. The ICTR's Media Case (Nahimana) applied precisely this logic to 

private radio broadcasters who knew their platform was being used to incite genocide and failed 

to stop broadcasting. 

Therefore, the “reasonable opportunity to withdraw” is a necessary implication of Article 

25(3)(c) and (d), read together with the fundamental principle that criminal liability requires a 

voluntary act (or omission) that the accused could have avoided. Where the provider has 

knowledge and the technical capacity to terminate service, the continued provision of service 

constitutes a voluntary, knowing, and avoidable act of facilitation. 

Where a formal contract exists, the provider may argue it was bound to continue. But as 

established in Section V, any contractual obligation to facilitate war crimes is void as contrary 

to jus cogens. The provider remains free to withdraw. 

The ILC Articles on State Responsibility, Article 16, concerning aid or assistance by one 

state to another, requires knowledge of the circumstances of the internationally wrongful act, 

and the responsibility of the assisting state may evolve as facts and knowledge develop.⁵⁷ This 

dynamic concept of responsibility over time applies equally to individual actors. 

 

B. A Five-Indicator Framework for the Office of the Prosecutor 

 
64 ICC, supra note 2, art. 30(2). 
65 International Law Commission, Report on the work of its fifty-third session, Chapter IV: Articles on State 

Responsibility (Apr. 23, June 1, July 2, Aug. 10, 2001), art. 16, commentary. 
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While the preceding sections demonstrate that existing law (lex lata) is sufficient, it is beneficial 

to propose a coherent interpretive guide—a lex ferenda framework—for the Office of the 

Prosecutor to evaluate future cases involving private infrastructure providers. The following 

five indicators, considered cumulatively, provide a persuasive basis for initiating an 

investigation or issuing a policy paper. These indicators are not arbitrary; they are derived from 

and are directly analogous to the established jurisprudence of the ad hoc tribunals, the 

interpretive framework of the Rome Statute, and general principles of international law, as 

discussed throughout this article.66 

Indispensability: Is the service provided indispensable to the military operation? 

(Assessed by the absence of reasonable substitutes and the operational collapse that would 

follow withdrawal). 

Knowledge: Did the provider have explicit or circumstantial knowledge that its service 

was being used to commit specific war crimes (Article 30(2) of the Rome Statute), measured 

by the clarity of the criminal purpose and the provider's technical capacity to monitor usage 

patterns? 

Material Ability: Did the provider possess the technical and contractual capacity to 

withdraw or terminate service immediately upon acquiring knowledge (e.g., deactivation codes, 

terminal blacklisting)? 

Omission Duration: Did the provider continue service for a legally significant period 

after acquiring knowledge, thereby transforming passive facilitation into active continuation of 

assistance under Article 25(3)(c) and (d)? 

Absence of Legal Duty to Continue: Is there a binding legal obligation compelling 

continued service (e.g., a lawful contract not tainted by jus cogens), or is the provider's 

continued engagement purely voluntary, thus removing any legal shield? 

While these indicators are not yet positive law, they offer a structured, transparent, and 

principled methodology for prosecutorial discretion—aligning with the Office's stated 

commitment to prioritizing crimes involving novel forms of technology and private actor 

involvement. 

 

 

X. The Outstanding Questions 

 

No prosecution has yet tested these theories against a satellite constellation operator. The 

precise terms of the classified contracts remain unknown. If a contract explicitly required 

SpaceX to continue service even after acquiring knowledge of war crimes (a highly unlikely 

scenario given US and international law), that clause would be void as contrary to jus cogens. 

The legal analysis does not depend on the contract's hidden provisions. 

Political deterrence remains a massive obstacle - the ICC has historically been reluctant 

to challenge major NATO allies. However, as demonstrated above, the existing legal 

framework provides a robust and persuasive basis for addressing infrastructure complicity. The 

ICTY and ICTR have repeatedly affirmed omission‑based complicity and private actor liability. 

The Elements of Crimes provide the interpretive framework. The OTP Environmental Policy 

has shown how to apply the Rome Statute to novel forms of harm. Recent domestic 

prosecutions (Sweden, US, UK, Germany) are moving in the same direction. 

 
66 - See generally, ICTY Furundžija (substantial contribution); ICTY Blaškić (ability to act); ICTR Nahimana 

(failure to withdraw after knowledge); Rome Statute, Article 30(2) (knowledge and intent); VCLT, Article 53 

(jus cogens). 
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The question is whether the Office of the Prosecutor will follow the logic of its own 

Environmental Policy and extend it to infrastructure complicity. The question is whether judges 

will accept that the Media Case applies to satellite constellations. The question is whether the 

international community has the political will to apply existing law without fear.  

 

 

XI. Conclusion 

 

The twentieth century asked: who committed the crime? 

The twenty-first century must ask a different question: who controlled the infrastructure 

without which the crime could not occur? 

Whether Elon Musk has a contract with the Pentagon, with Israel, with both, or with neither - 

the law must respond. With a contract, the relationship creates    an arguable chain of command 

and a potential basis for superior responsibility, subject to satisfaction of Article 28(b)'s 

requirements. 

Contract, the provider's voluntary activation and continued service constitute pure, 

unshielded assistance under Article 25(3)(c) and (d). 

Both paths strongly support arguments for potential criminal responsibility, subject to 

judicial determination of the specific facts and the applicable elements of each provision. The 

primary difference lies in the specific legal route and the applicable burden of proof. 

The sword is double‑edged. But in either case,  the legal analysis strongly favors a finding 

of potential responsibilityagainst the provider who knows and does not withdraw. The absence 

of a contract cuts deeper, because it removes any claim of legal obligation to continue. The 

presence of a contract cuts differently, because it may establish a formal chain of command for 

superior responsibility - but any contractual obligation to facilitate war crimes is void as 

contrary to jus cogens. 

International criminal law was not built for this age. But the existing framework, properly 

interpreted, offers a robust and persuasive basis for meeting its challenges - if we have the 

courage to interpret existing provisions faithfully, and the will to apply them without fear. The 

Office of the Prosecutor's Environmental Policy has shown the way. It is time to follow it. 


